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Guided by History

• “an industry consortium led by Boeing and SAIC was effectively put in charge of 
overseeing its own performance”

• Entrenched communities were evident in the FCS program
• Overreliance that the acquisition community could develop and integrate items using 

both evolutionary and unknown revolutionary technologies
• An emphasis on the integration of technologies and advanced concepts allows the 

enforcement of system-of-systems discipline and curbs conflicting influences
• FCS involved the largest integrated set of requirements the Army had ever developed, 

and it was extremely difficult to analyze and understand precisely how all of them 
would interoperate

• Significant technology development should occur early in a program
• Alternative technology assessment metrics can supplement technical readiness levels, 

which may be inadequate for some aspect of system-of-systems acquisitions
• Having too many connections to or being too highly dependent on outside programs 

can lead to significant risk
• Risk-mitigation strategies that incorporate system-of-systems engineering practices 

will facilitate risk mitigation across systems

No single team has all the answers!

Early user engagement/adoption is critical!

Wild-wild west integration does not work! 

Early technologies should focus integration!

Interoperability must be a primary goal!

Reuse software! Continuous Dev/Integration!

Technologies must be interchangeable!

Define compatibility or compliance!

Good engineering practices are key!

• Future Combat Systems (FCS) was the United States Army's principal modernization program from 2003 – 2009. 

• The Boeing Company and Science Applications International Corporation (SAIC) worked together as the lead 
systems integrators, coordinating more than 550 contractors and subcontractors in 41 states

• Estimated program losses range from $18-32B

• RAND Analysis of FCS (https://www.rand.org/pubs/monographs/MG1206.html)
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INTERSECT Architecture

INTERSECT Software Development Framework

INTERSECT Integration

Develop an open architecture that is scalable across scientific domains

Develop the software framework and tools required to interconnect systems 

Integrate networks, systems, and software across all projects

Develop an autonomous 
flow chemistry system by 
combining in-situ analysis 
capabilities with AI 
enabled feedback 

Establish an autonomous 
robotic chemistry lab for 
catalytic synthesis that 
operates 24/7

Establish data streaming, 
on-the-fly data analysis 
and simulation for AI 
enabled feedback for 
microscopes at CNMS

Autonomous additive 
manufacturing (AM)
by combining AM build 
system, in-situ analysis, 
and on-the-fly simulations

Integrate a trapped ion 
quantum resource into 
the INTERSECT ecosystem 
for use as a quantum 
accelerator

Establish a scalable 
platform for hardware in 
the loop emulation of 
large-scale power grids to 
test new power controllers

INTERSECT Programmatic Structure
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INTERSECT Architecture Overview

INTERSECT Architecture

INTERSECT Software Development Kit

INTERSECT Integration

Interconnected 
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Science Use Case 
Design Patterns

• Strategy patterns
• Experiment control
• Experiment steering
• Design of experiments
• Multi-experiment 

workflow
• Architectural Patterns

• Local vs. distributed

System of Systems 
Architecture

• User view
• Data view
• Logical view
• Physical view
• Operational view
• Standards view

Microservice 
Architecture

• Interaction patterns
• Capabilities catalog
• Orchestration and

deployment patterns
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Science Use Case Design Patterns: Anatomy

• Approach: Focus on the control problem
– Open vs. closed loop control
– Single vs. multiple experiment control
– Steering vs. designing experiments
– Local vs. remote compute in the loop

• Universal patterns that describe solutions 
free of implementation details

• Patterns may exclude each other or may 
be combined with each other

• Described pattern properties:
– Name, Problem, Context, Forces, Solution, 

Capabilities, Resulting Context, Related 
Patterns, Examples, and Known Uses

Figure: Single experiment control

Figure: Multi-experiment control
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Controller
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Science Use Case Design Patterns: Classification

• Strategy patterns: High-level solutions with different control features

• Architectural patterns: More specific solutions using different 
hardware/software architectural features
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Figure: Pattern classification scheme
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Experiment Control Experiment Steering Design of Experiments

Science Use Case Design Patterns: Strategy Patterns
Multi-Experiment 
Workflow

Executes an existing plan

• Open loop control
• Automated operation

Executes an existing plan, 
depending on progress

• Closed loop control
• Autonomous operation

• Extends patterns:
• Experiment Control

Creates/executes a plan, 
based on prior result

• Closed loop control
• Autonomous operation

• Uses patterns:
• Experiment Control

• May use patterns:
• Experiment Steering

Executes existing plans  
(workflow of experiments)

• Open loop control
• Automated operation

• Uses patterns:
• Experiment Control

• May use patterns:
• Experiment Steering
• Design of Experiments
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Science Use Case Design Patterns: Architectural Patterns
Local vs. Distributed Experiment Steering

Orient

Decide Act

Observe

Experiment
Plan

Controller

Test

Sensors

Actuators

Analyser

 
Shared
Local

Storage

Raw Experiment
Result

Optional
Post-Processing

Optional
Post-Processed

Experiment Result

 Control 

 Data Orient

Decide

Act

Observe

Experiment
Plan

(Remote)
Controller

Test

Sensors

Actuators

Remote
Analyser Local

Storage
Local

Storage

Local
Storage

Raw Experiment
Result

Optional
Post-Processed

Experiment Result

Optional
Post-Processing

 Control 

 Data 

Figure: Local Experiment Steering Figure: Distributed Experiment Steering



1212

Science Use Case Design Patterns: Compositions
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Why System of Systems?

System
SystemStatus
SystemControlStatus
SystemControlRequest
SystemControlRequestStatus
SystemTask
SystemTaskStatus

Subsystem
SubsystemStatus
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SubsystemControlRequestStatus
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X_CapabilityStatus
X_CapabilityCommand
X_CapabilityCommandStatus
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Component
ComponentControlStatus
ComponentCommand
ComponentCommandStatus

Common Messages

System

External interfaces 
enable extensions 
beyond the system

Common Architecture Elements

Enable Scalable, Flexible, and Interoperable Development, Deployment and Operation

Independent systems 
enable systematic 
growth and eliminates 
monolithic systems System B

System A

System C

Common intra-system 
architecture elements 
support flexibility

Architecture elements 
become black box

Subsystem

Component

Well defined/common 
interfaces enable rapid 
integration and digital 
twin simulations
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System of Systems Architecture Views

INTERSECT

User View

Data View

Operational View

Logical View

Physical View

Standards View
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System of Systems Architecture: Logical View

• Captures the logical composition 
of systems and their relationships 
and interactions

• Includes:
– Definition of system concepts
– Definition of system options
– System resource flow 

requirements capture
– Capability integration planning
– System integration management
– Operational planning

Logical Systems

In
fra

st
ru

ct
ur

e 
Sy

st
em

s

Figure: Relationships between infrastructure and logical systems and their services
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System of Systems Architecture: User View

• Captures user-facing functionality

• Does not include system-internal interactions

• Described activities:
– Logging into dashboard

– Experiment creation

– Start experiment

– Steer experiment

– Experiment end

• Includes examples for graphical user 
interfaces

Figure: Examples of graphical user interfaces for different user interactions
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Microservice Architecture: Microservice Capabilities

• System consists of
– Subsystems, resources, and services

• Subsystem consists of
– Services and resources

• Service consists of
– Microservice capabilities

Capability: Unique Capability Name

Description: A short summary description of the domain of interest for this capability and the provided
functionality.

Related Capabilities: Where applicable, provides references to related capabilities.
• Extends: A list of base capabilities that the functionality of this capability extends. A service

implementing this capability must also implement the base capabilities.
• Requires: A list of required capabilities that are necessary to implement the functionality of

this capability. The required capabilities are most often provided by other services, but may be
implemented in the same service.

Custom Data Type: Where applicable, provides definitions of new data types or structures.
Interactions: Command

• MethodName()
Purpose: A short description of the purpose of the current command method.
Command Data: A list of input data for the current method formatted as:

– dataName (DataType) : A description of the data, including any format or value con-
straints.

Interactions: Request-Reply
• MethodName()

Purpose: A short description of the purpose of the current request method.
Request Data: A list of input data for the current method formatted as:

– dataName (DataType) : A description of the data, including any format or value con-
straints.

Reply Data: A list of output data for the current method formatted as:
– dataName (DataType) : A description of the data, including any format or value con-

straints.
Interactions: Asynchronous Event

• EventName
Purpose: A description of the activity or state change that generates this event.
Event Data: A list of data for the current event formatted as:

– dataName (DataType) : A description of the data, including any format or value con-
straints.

Figure 3-1. Microservice Capability Definition Format

3.2 INTERSECT INFRASTRUCTURE MICROSERVICE CAPABILITIES

In this section, we classify INTERSECT infrastructure microservices into five groups according to their
purpose: (1) General Utility, (2) INTERSECT Data and Information Management, (3) INTERSECT
System Management, (4) INTERSECT Resource Adapters, and (5) INTERSECT Campaign Workflow and
Orchestration.

Not for public release

7

System

Exclusive ResourceShared Resource

Subsystem

Subsystem 
Resource

Subsystem 
Service

Service
Microservice 

Capability
Microservice 

Capability

Figure: Systems, subsystems, services, and microservices
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Microservice Architecture: Interaction Patterns

• Command / Acknowledgement
– Responds immediately

• Request / Reply
– Responds after fulfilling the request

• Asynchronous Event
– Status update or event information

• Can be mapped to asynchronous and 
RESTful client-server communication

– Microservice architecture does not force 
a specific implementation

Client Microservice Client

EventEvent

Client Microservice

processCommand()

Ack: OK or ERROR

Command

Client Microservice

processRequest()

Reply

Request

Figure: Command/acknowledgement, request/reply and asynchronous 
event interaction patterns for microservices
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Microservice Architecture: Capabilities Catalog 

Machine-in-the-Loop Intelligence for Self-Driving Laboratories and Experiments

Experiment-Specific Services INTERSECT Infrastructure Services

Data Processing
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• Example: Data Management
– Data Transfer

• File Transfer
• Block Data Transfer
• Streaming Data Transfer
• Multi-party Data Transfer

–  Data Storage
• File System Storage
• Key-value Storage
• Object Storage
• Relational Database
• Non-relational Database

– …

Figure: Experiment-specific and infrastructure services in the context of autonomous 
experiments and self-driving laboratories
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Current Status

• INTERSECT Open Architecture Specification
– Design pattern catalog that covers the science use cases in the INTERSECT Initiative
– System-of-systems architecture specification with elements, communication and 

interfaces and some command and control and resource triad specifications
– Initial microservice architecture that covers some INTERSECT science use cases

• v0.5 released as 3 ORNL reports in Sept. 2022 (v0.7 latest internal version)
– INTERSECT Architecture: Use Case Design Patterns
– INTERSECT Architecture: System of Systems Architecture
– INTERSECT Architecture: Microservices Architecture
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Autonomous Microscopy: Science Use Case Design 
Patterns
• Strategy Pattern

– Experiment Steering
– Control of an ongoing STEM 

experiment via analysis of periodic 
experimental data

•Architectural Pattern
– Distributed Experiment Steering
– Local control of an ongoing STEM 

experiment via remote analysis of 
periodic experimental data
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Figure: Strategy pattern: Experiment Steering

Figure: Architectural pattern: Remote Experiment Steering
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